Deploying with MDM

For fleets, the Endpoint Suite reads a managed configuration file that your device management tool can place on
each machine. It pins behaviour so that individual users cannot undo your rollout.

Where the file goes

e macOS: under /Library , in the location your MDM normally uses for managed app configuration.
e Windows: C:\ProgramData\Sentilai\managed-config.json .

What you can pin

Environment — which Sentilai environment this fleet belongs to.
Start at login — force the app to launch with the session.
Automatic governing — force new tools and MCP servers to be governed as they appear.
Restrictions, three separate switches:
o allow signout — whether the user may sign out.
o allow disconnect — whether the user may disconnect a governed tool.
o allow ungovern mcp — whether the user may stop governing local MCP servers.

How restrictions behave

Each is enforced in two places: the underlying command refuses, and the button disappears from the interface
with an explanation that the setting is managed by your organization. Enforcing only in the Ul would be theatre;
enforcing only in the command layer would leave buttons that fail confusingly.

A sensible rollout

1. Pilot on a handful of machines with nothing pinned, so people can undo things and tell you what broke.

2. Then pin start at login and automatic governing — the two that make governance stick without
taking anything away.

3. Only pin the restrictions once your policy is stable. A developer who cannot disconnect a tool that is
genuinely misbehaving will open a ticket with you instead, so make sure you want that traffic.
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This device is registered with your team. Seat usage updates here.

Signing out ends your session only — connected tools keep routing through
Sentilai and will stop working (not silently revert) until you sign back in. Removing
this device entirely is done by your admin.

Signing out is managed by your organization.

7 Device identity

ECDSA P-256 - the key never leaves this machine's secure storage.

Z» Automatic governing on

Managed by your organization — automatic governing is set centrally and can't
be changed here.

&/ Start atlogin

Managed by your organization — start-at-login is set centrally and can't be
changed here.

[5) Diagnostics

Event logs only — no prompt content or secrets, kept 14 days. Export a bundle to
hand to support if they ask.

Export logs Open logs folder

The same Account tab on a fleet-managed machine: sign-out, automatic governing and start-at-login are all set




centrally, and the controls are gone rather than disabled.
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