Revoke and restore access

Cutting a single machine off, without touching the person.

Revoking

Diagnostics ? the device row ? Revoke access. Its Gateway tokens stop working within roughly 30 seconds —
online or not, because the cut is made at the Gateway rather than on the device.

Use it for a lost or stolen laptop, a machine you no longer recognize, or a contractor's device at the end of an
engagement.

What the developer sees

Their Al tools stop working. The governed configuration remains in place, so the tools fail closed rather than
quietly reverting to talking to the Al provider directly. This is the entire point: a revoked device must not become
an ungoverned one.

Restoring

Restore access on the same row puts it back. The device does not need to be re-enrolled.

Revoke or offboard?

e Revoke a device when the person stays and the machine goes.
o Offboard the developer when the person goes. That revokes all their devices, removes their
passkeys, and frees their seat — in one action.

Automatic expiry

Policy ? Device sessions can retire devices by idle timeout or maximum age without anyone doing anything.
Worth setting: it catches the machines nobody remembers to revoke.



Devices

User

s.marchetti@northwind.example

jlindgvist@northwind.example

p.moreau@northwind.example

e.rossi@northwind.example

m.okonkwo@northwind.example

t.nakamura@northwind.example

Device

marchetti-mbp14

johan-mbp16

priya-mbp14

rossi-mbp14

okonkwo-xps15

nakamura-mbp16

Registered

Aug 5, 2026

Jun 28,2026

Jul 5,2026

Jul 17,2026

Jul9, 2026

Jul 24,2026

Last seen

Aug 6, 2026, 6:18 AM

Aug 5, 2026, 10:18 PM

Aug 5, 2026, 10:11 PM

Aug 5, 2026, 9:56 PM

Aug 5, 2026, 8:22 PM

Aug 4, 2026, 10:22 PM

Request logs

Request logs

Request logs

Request logs

5 posture findings

1 posture finding

1 posture finding

Request logs

Request logs

Revoke access sits on every device row — the Gateway notices within about thirty seconds.
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