Fake Al application detection

On macOS, the Endpoint Suite checks that the Al applications on a machine are actually from the vendors they
claim to be.

How

Every macOS application is code-signed with a Team ID. Sentilai compares the Team ID of each installed Al
application against the vendor's real, pinned identity — Anthropic, Cursor and Microsoft — and also checks it is
installed where it should be.

An application called "Claude” that is signed by somebody else, or that lives somewhere unusual, is flagged.

Why it is worth having

The Al tool on a developer's machine holds a session that reaches your Gateway, and it sees every prompt. A
convincing impostor is a very direct route into the middle of your Al traffic. Distributing a lookalike of a popular
developer tool is neither novel nor difficult.

macOS only

This depends on the operating system's code-signing infrastructure. There is no equivalent check on Windows
yet — which is one of several reasons the Windows track is still behind.

If something is flagged

Treat it as a real finding. Ask the developer where the application came from. The legitimate explanations — a
beta from the vendor, a build installed by a package manager — are easy to confirm, and the illegitimate one is
worth catching.



Devices

User Device Registered Last seen

s.marchetti@northwind.example marchetti-mbp14 Aug 5, 2026 Aug 6, 2026, 6:18 AM Request logs Revoke access
jlindgvist@northwind.example johan-mbp16 Jun 28, 2026 Aug 5, 2026, 10:18 PM Request logs 5 posture findings Revoke access
p.moreau@northwind.example priya-mbp14 Jul 5, 2026 Aug 5, 2026, 10:11 PM Request logs 1 posture finding Revoke access

critical cursor.app_identity

e.rossi@northwind.example rossi-mbp14 Jul 17,2026 Aug 5, 2026, 9:56 PM unexpected signer (Team ID 7QKANP2RET) — Revoke access

/Applications/Cursor.app

m.okonkwo@northwind.example okonkwo-xps15 Jul 9, 2026 Aug 5, 2026, 8:22 PM Request logs Revoke access

t.nakamura@northwind.example nakamura-mbp16 Jul 24,2026 Aug 4, 2026, 10:22 PM Request logs Revoke access

The same badge carrying a very different finding: an application installed as Cursor, signed by a Team ID that is
not Cursor’'s. macOS only — it relies on the operating system’s code-signing infrastructure.
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